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1. INTRODUCTION
We are witnessing a rapid expansion in the adoption of net-
worked sensor-actuator systems (NSAS) deployed in sup-
port of applications such as smart homes, health manage-
ment, public safety, and emergency management. Many
of these emerging applications require large-scale deploy-
ment of NSAS and often have dynamic application-speciﬁc
mission and evolving quality-of-service (QoS) requirements
that include timeliness, reliability, security and availability.
The shared and federated use of NSAS resources, to achieve
multi-application goals, is a key to cost e ective NSAS in-
dustry. This necessitates the decoupling of the NSAS phys-
ical infrastructure from application provisioning, and pro-
tecting applications and infrastructure resources from threats.
The failure of NSAS nodes, due to malicious or non-malicious
conditions, represents a major threat to the trustworthiness
of NSAS platforms. Applications should be able to sur-
vive individual failures of resource nodes and change their
runtime structure while preserving its operational integrity.
Furthermore, for sustainable operation, QoS provisioning
must be interwoven with energy conservation as a core pri-
ority in NSAS platform design. The large-scale of such net-
works, their heterogeneous node capabilities, their highly
dynamic topology, their resource challenged nodes with the
subsequent need for node cooperation, and their likelihood of
being deployed in inhospitable environments, pose formidable
challenges for the construction of trustworthy, shared NSAS
platforms. To support the transition of NSAS from a research-
only topic to a cost-e cient commercial industry that brings
NSAS products and technologies to market, there is a need
for a system-aided engineering methodologies and processes
that addresses the industrial activities required for the full
life-cycle of NSAS applications starting from the initial de-
sign to the evolution as requirements or mission change.
In this paper, we overview our ElaStic Shared nEtworked
seNsor-aCtuator systEm (ESSENCE) project that aims to
realize a scalable, trustworthy, shared NSAS platform en-
dowed with adaptive conﬁguration, networking and QoS man-
agement capabilities. The technical merit and novelty of
this work lie in laying the foundation for a systematic, dis-
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ciplined, quantiﬁable approach to the design, provisioning,
maintenance, and evolution of this class of systems incor-
porating role, route and redundancy engineering as e ective
tools to best satisfy the varying needs of NSAS applications.
To the best of our knowledge, there are no widely accepted
design principles or engineering methodology that addresses
the full lifecycle of such adaptive shared NSAS platforms.
The problem of dynamic self-conﬁguration in NSAS has re-
cently attracted the attention of researchers. Research ef-
forts have addressed the problem from two di erent per-
spectives: (1) Dynamic topology reconﬁguration; and (2)
Dynamic software reconﬁguration. Our focus is on the lat-
ter, more recent, category. While there are many active
research e orts addressing NSAS programming and recon-
ﬁguration, most of the proposed models and software ar-
chitectures su er from serious limitations. Federated and
shared use of sensor networks was addressed in [3]. In [6] an
autonomous NSAS platform was proposed to enable secure
dynamic task-based networking and in-network storage. A
role-based approach for the hierarchical self-organization of
sensor nodes was presented in [5].
2. OVERVIEW OF ESSENCE
ESSENCE attempts to realize a scalable, trustworthy, ﬂex-
ible, cost-e ective and dynamic computing and communi-
cation infrastructure capable of e ciently running multiple
applications on top of shared NSAS resources. ESSENCE
is based on three cornerstones, namely role, route and re-
dundancy engineering. The outcome is that an applica-
tion using ESSENCE would be allocated, at runtime, a dy-
namic taskforce, running over the ESENCE resource pool
that would satisfy its evolving mission requirements. The
application is oblivious of the ESSENCE resource manage-
ment while ESSENCE exploits application semantics for ef-
ﬁciency. ESSENCE perceives both applications and the
NSAS itself to be elastic, and allows them to grow or shrink
based on needs and conditions. To realize this vision, we
propose a truly general purpose runtime platform designed
speciﬁcally to support the engineering practices required to
build and manage the full lifecycle of NSAS applications.
ESSENCE enables QoS-sensitive, long-lived applications and
services to be deployed over trustworthy, survivable NSAS
platforms and promotes wider adoption of trustworthy shared
NSAS technology in our daily lives enhancing (micro-level)
interaction with our physical surroundings and enabling un-
precedented breakthroughs in critical areas like healthcare,sustainable environments, transportation, emergency response
and public safety. ESSENCE contributions belongs to two
categories: technical, and methodological. Our general ap-
Figure 1: Cell Runtime Architecture
proach is to support dynamic node re-tasking and network
reconﬁguration, e cient addressing and routing over large-
scale NSAS with anonymous nodes, redundancy manage-
ment, and dynamic QoS provisioning and resource alloca-
tion. Speciﬁcally, we (1) develop the ESSENCE architecture
to deﬁne and manage dynamic role assignment for nodes, to
enable NSAS to dynamically change and reconﬁgure the al-
location of their resources to applications according to their
evolving mission needs; (2) develop generic addressing and
routing that seamlessly supports di erent communication
patterns (unicast, multicast, broadcast, and anycast) while,
at the same time, exploiting application semantics for e -
ciency; and (3) develop a QoS provisioning scheme that re-
cruits the workforce for an application by exploiting inherent
redundancies and heterogeneity in NSAS while maximizing
network lifetime from the application’s perspective.
Role engineering involves enabling node and network re-
conﬁguration by the dynamic assignment and deployment
of roles in support of dynamic missions. By downloading
a speciﬁc role(s), a sensor node essentially acts as a vir-
tual machine in support of a given mission. Reconﬁguration
should also be enabled in-network whereby a node can dis-
cover and pull role code from other nodes. Our proposed
research aims to provide both capabilities. Such reconﬁgu-
ration requires managed update of the system software as
well as a highly dynamic runtime platform capable of exe-
cuting the updates. We propose a new architecture called
Cell-Architecture (CA) to support the execution of role ori-
ented NSAS software. The Cell is a generic virtual compu-
tational unit that realizes multiple role-players per physical
sensor node. The software designer views the NSAS system
as a set of interacting roles executed ubiquitously on top of a
set of role-playing cells. Inspired by the biological stem cells,
the CA cells have the ability to specialize into a speciﬁc or-
gan cell performing a speciﬁc role. Unlike stem cells, Essence
cells can change their roles after initial specialization. Ac-
cordingly, CA achieves a high level of decoupling between
roles and cells by allowing the reassignment of roles at run-
time and by providing a convenient and e cient mechanism
to dynamically reconﬁgure NSAS nodes. Figure 1 shows the
architecture of ESSENCE cell runtime.
Route engineering involves providing addressing and routing
capabilities that seamlessly support various communication
patterns (from unicast to anycast) and also exploit the ap-
plication semantics to adapt route construction in order to
support the e cient operation of long-lived shared NSAS
platforms. Although many routing protocols have been pro-
posed for wireless sensor networks, most of the proposed pro-
tocols either do not exploit query semantics or are designed
with a speciﬁc application or load pattern in mind. A truly
generic, ﬂexible, and adaptive routing solution that can ex-
ploit query semantics is essential for the e cient operation of
such large-scale shared NSAS platforms. We propose Adap-
tive Multi-Criteria Routing (AMCR) that provides generic
criteria-based addressing of resources and allows each appli-
cation to publish its own resource criteria. AMCR exploits
application-speciﬁc query semantics by allowing applications
to create routing indexes for the most frequently queried
criteria. AMCR also supports multi-criteria indexes to e -
ciently route complex queries. AMCR is the communication
backbone of ESSENCE.
Redundancy engineering involves utilizing cross-layer infor-
mation and dynamically identifying optimal settings along
di erent dimensions of redundancy such as path, source, and
modality to not only satisfy QoS requirements of concurrent
applications, but also to promote the survivability of the
system under varying conditions. While uncontrolled re-
dundancy may help satisfy availability, reliability and time-
liness, it does not scale well and invariably leads to excessive
energy consumption. We devise quantitative redundancy
parameters and develop a formal model to explore tuning
of redundancy parameter values to satisfy QoS and energy
requirements subject to varying network conditions.
2.1 Role Engineering
The role is a commonly used design concept that facilitates
the separation between roles from role players for both sys-
tem design and permission management. The role oriented
adaptive design (ROAD) was introduced in [1]. ROAD pro-
vides a framework for building adaptive general purpose
software system, however the principle ﬁts well NSAS soft-
ware. Role-Based Access Control (RBAC) is a standardized
access control mechanism commonly used in enterprise sys-
tems[2]. Role engineering refers the engineering methodol-
ogy for designing, implementing, deploying, securing, man-
aging, and evolving role oriented software systems. We em-
ploy role engineering to provide a general platform enabling
dynamic self reconﬁguration of shared NSAS. The applica-
tion provides the implementations of roles and the network
provides the role players. The assignment/reassignment of
roles to players is dynamic and maintained by the runtime
environment. We also employ role-based access control toimprove security and accountability. We achieve dynamic
reconﬁguration in ESSENCE using role engineering that re-
sults in software systems that separates roles from their play-
ers. Such separation allows transparent reassignenment of
roles among independently managed role players. It also
supports the structural plasticity of the software facilitat-
ing evolution. By adopting role oriented design in NSAS,
the functional and organizational structure of software can
be sustained despite the continous changes in the underly-
ing physical resources of the network. Decoupling the ap-
plication roles from the role players, allows the application
designers to focus on the application logic rather than the
underlying network resources, and enables the dynamic re-
conﬁguration of the network when needed to achieve fault
tolerance, longer lifetime, and meeting speciﬁc QoS require-
ments. We propose a novel middleware architecture to sup-
port the execution of role oriented software in NSAS environ-
ment and enable dynamic reconﬁguration through managed
update of the system software. To our knowledge, no previ-
ous work attempted to realize runtime environment for role
oriented adaptive software in NSAS.
2.2 Route Engineering
We propose the Adaptive Multi-Criteria Routing (AMCR)
framework and protocol suite as the ﬁrst NSAS routing ap-
proach to provide the following three interrelated contribu-
tions: (1) highly Expressive Addressing Scheme, (2) seam-
less unicast,multicast,anycast, and broadcast, and (3) ex-
ploiting message semantics and node capabilities. AMCR
greatly enhances the trustworthiness of the network by sup-
porting role and path redundancies. AMCR provides a sharp
departure from most current addressing schemes that uti-
lize a unique identiﬁer for each network node, which lim-
its application scalability, reliability and imposes signiﬁcant
overhead for resource and identiﬁer management. Instead,
AMCR adopts a criteria-based addressing scheme. AMCR
allows destination addresses to be speciﬁed as a descrip-
tive reference to node capabilities, administrative settings,
and/or application published criteria. In AMCR addresses
are predicates referencing nodes. As it turns out, other ad-
dressing schemes, including IP, are subsumed by AMCR and
can readily be realized using the AMCR addressing scheme.
This enables AMCR to seamlessly route unicast, multicast,
anycast, and broadcast tra c using the same addressing and
routing technique so that route information for one type
of routing increases routing knowledge of other types. Ap-
plications only specify a descriptive destination predicate
that may match one, some, or all nodes. Application can
also limit the number of destination nodes achieving any-
cast communication capability.
Most of the routing approaches for NSAS attempt to exploit
message semantics for better e ciency at the cost of being
application-speciﬁc. AMCR attempts to optimize commu-
nication e ciency through a novel criteria-indexing mech-
anism that adapts to the observed application semantics
and load patterns without sacriﬁcing its generic properties.
AMCR is designed as a general-purpose routing protocol
that does not restrict the application’s choice of desired
communication patterns, data reporting model, or mobil-
ity model. A novelty of the AMCR design is that it pro-
vides a truly generic routing protocol capable of exploiting
the message semantics and adapting itself to the observed
application characteristics in order to support the e cient
operation of trustworthy shared NSAS platforms.
AMCR adopts a targeted messaging model that allows the
exchange of messages between a source node and a targeted
group of nodes. The source node speciﬁes its targeting cri-
teria expressed through a Boolean expression named target
predicate.Atargeted message is a network packet carrying
application data in its payload and target predicate in its
header. AMCR is responsible for routing targeted messages
to their destination groups and optionally routing responses
back to the source. This model is highly generic for NSAS
as it bases its assumptions on the system level properties of
NSAS environment rather than on any class of NSAS ap-
plications. AMCR recognizes the heterogeneity in node ca-
pabilities and maintains a proﬁle for the NSAS node based
on its capabilities, spatial location, and other administrative
criteria. We refer to this proﬁle as node proﬁle. Similarly,
each cell has its own cell proﬁle that inherits all the criteria
in its host’s node proﬁle and includes additional application-
speciﬁc criteria. A proﬁle is an aggregation of criteria. Each
criterion is key/value pair. Application can construct tar-
get predicates based on criteria values. The main principle
behind AMCR is to provide the ﬂexibility of arbitrary pred-
icates in queries and minimize the route discovery overhead
for frequent queries in a way similar to creating indexes for
the frequently queried database ﬁelds. The working set of
indexes adapts to the observed workload; the index not used
for a long time is not maintained, and new query patterns
results in the creation of new index.
Applications can deﬁne their own criteria. This provides
a convenient and e cient way for application to group re-
sources and implement collaboration oriented tasks. Net-
work management components can also use AMCR for re-
source management, fault tolerance, redundancy, optimiza-
tion, and enforcing quality of service constraints. Unlike tra-
ditional IP-based networks, addressing in AMCR does not
require a unique identiﬁer for every single node. Instead, the
address in AMCR is a highly descriptive predicate that can
match one or more nodes depending on the criteria values of
the nodes and conditions speciﬁed in the predicate. AMCR
does not require all nodes to play a router role. For AMCR
a node can be network resource, a router, or both.
2.3 Redundancy Engineering
We propose to satisfy application QoS requirements while
maximizing NSAS longevity by determining the optimal level
of multi-dimensional redundancy dynamically in response to
network dynamics. Our focus is on reliability and timeli-
ness as application QoS parameters and on controlling re-
dundancy at the “source,” “path” and “modality” levels to
achieve the desired QoS requirements. The “source” level
redundancy is the use of multiple sensors to return the re-
quested sensor reading. The “path” level redundancy refers
to the use of multiple paths to relay the reading to the sink
node. The “modality” level refers to the use of sensors and
actuators of distinct types (biometrics, acoustic, pressure,
temperature, cell-phone-enabled, etc.) to report the same
physical phenomenon such that there is enough information
to infer the requested information even if not all sensors
can successfully transmit their sensor readings to the sink.
Since NSAS are resource constrained, the preliminary designof ESSENCE utilizes hop-by-hop data delivery and dynam-
ically forms multiple paths for data delivery without incur-
ring extra overhead to ﬁrst formulate multiple paths before
data delivery. Redundancy engineering is part of ESSENCE
and is primarily used to dynamically determine the best re-
dundancy to satisfy the negotiated QoS requirements.
3. EVALUATION
We built a simulation framework for ESSENCE capable of
capturing speciﬁc application behaviour. We deﬁned a net-
work model for ESSENCE based on constrained connected
random unit graphs [7] and a tra c model based idealized
information tra c patterns. The tra c model captures the
run-time behaviour of NSAS applications according to an
interactivity typology inspired by [4]. Complex tra c pat-
terns are modelled as a stochastic random process generating
tra c according to a weighted aggregation of multiple basic
idealized tra c patterns. The simulation framework pro-
vides a tool for evaluating performance and e ciency gains
of various classes of application with di erent routing needs.
Due to space limitation, we only show results of our AMCR
overhead study. Detailed experiments will be presented in
sequel papers.
We prove that the index propagation overhead in AMCR
equals to (
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where h is the period of the index advertising cycle, p is
the router packing ratio, n is the number of nodes in the
network, r is the number of indexed criteria,   is the scale
parameter of exponential probability distribution function
representing the index update events, and l is the maximum
number of index update records that ﬁt in a single adver-
tisement packet.
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Figure 2: Index Propagation Overhead vs Number
of nodes (n)
The scalability of index propagation is clearly shown in ﬁg-
ure 2 where overhead is only slightly increased from 1000
nodes to 100,000 nodes. The index propagation overhead
also increases in steps with the increase in the number of
indexed criteria as shown in 3. The step e ect is attributed
to packetization.
4. CONCLUSION
We proposed ESSENCE, a novel platform for scalable trust-
worthy shared NSAS. ESSENCE addresses the full life-cycle
of NSAS applications and divides the solution into three
inter-related engineering concerns namely role, route, and
redundancy to enhance the engineering process e ciency.
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Figure 3: Index Propagation Overhead vs Number
of indexed criteria (r)
We have shown that dynamically managing roles on NSAS
resources, generically and seamlessly supporting varied com-
munication patterns while exploiting application semantics
in routing, and providing optimal per query redundancy
(1) lead to e cient sharing of NSAS resources by dynamic
long-lived applications while satisfying their QoS require-
ments, (2) maximize the useful lifetime of networked sensor-
actuator systems, and (3) support changes in application
and system requirements. We plan to investigate scalable
performance isolation techniques for ESSENCE as well as
domain-based data protection techniques. We also plan to
extend ESSENCE to support the federation of resources
owned by multiple entities and enabling logical mobility of
NSAS services.
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